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Advanced Care Cloud
Security

Stability and Security by
Design

Advanced Care Cloud has been designed from the
outset to be a true Software as a Service (SaaS)
solution, delivered using Amazon Web Services
(AWS), the global leader in cloud infrastructure,
and following the AWS Well-Architected
Framework. The Well-Architected Framework is
built around six pillars: operational excellence,
security, reliability, performance efficiency, cost
optimisation and sustainability.

We work closely with AWS Solutions Architects

to ensure that Advanced Care Cloud is scalable,
responsive, and above all, secure. Regular
monitoring and evaluation, using a variety of cyber
detection tools and processes, including the AWS
Well-Architected Tool, Alert Logic and Cloudwatch,
help us identify or block potential issues before
they become problems.

Controlled Access

We carefully control where data is stored and
who, if anyone, can access it. Comprehensive
identity and access controls are combined with
continuous monitoring to ensure that access is
both controlled and audited.

Harnessing a variety of security capabilities,
that are uniquely available on the AWS Cloud,
routine security tasks on AWS are automated.
This reduces the need for human intervention,

configuration errors and improves security.

Aadvanced

Encryption, Detection and
Prevention

AWS provides world-class secure global
infrastructure, and your Advanced Care Cloud
connections and data are always encrypted.

e Customer Data is encrypted both in transit
and at rest

* Network inspection tools help us detect and
protect against malicious or unauthorised
traffic

* Centralised logging, reporting and analysis
provide visibility and security insights

e User identity, access policies and entitlements
are carefully designed and managed to help
enforce business governance. This includes
user authentication, authorisation, and single
sign on

* Application deployment is regularly inspected
for security risks and vulnerabilities

By deploying Mandiant FireEye as part of

the Advanced Care Cloud solution, we have
permanent intrusion detection and anti-virus in
place which is monitored 24x7 by our Security
partner and the Advanced Cyber Defence Centre.




Flexible, Reliable and
Available

Advanced Care Cloud is delivered from multiple
servers, across multiple data centres, and is
monitored for performance 24/7. This on-demand
computing model provides customers with
ultimate flexibility and value for money.

Features include:

* Auto-scaling technology
e Zero-planned maintenance windows

* Automatic reaction to changes in demand,
increasing resources as required

« Silent upgrades

Designed to provide 99.99% availability and a
recovery point objective (RPO) of 60 seconds.

Penetration Testing and Data
Protection

Penetration Testing (Pen Testing) is a crucial
security practice that helps Advanced identify
whether there are any potential vulnerabilities
in our products by simulating real-world attacks.
Advanced Care Cloud has been fully tested by a
CHECK-accredited penetration testing company
and will continue to be tested and audited
regularly by a National Cyber Security Centre
approved, CHECK-accredited penetration testing
company.

All customer and proprietary data is protected
through a robust Information Security
Management System (ISMS) that is certified to
ISO 27001. Advanced is an accredited Cyber
Essentials Plus and NHS Digital Data Security and
Protection Toolkit supplier. Our ISMS meets the
ten mandatory clauses and all 114 controls of ISO
27001, including:

* Data in transit protection

* Asset protection and resilience
* Separation between consumers
* Governance framework

* Operational security

* Personnel security

* Secure development

e Supply chain security

e Secure consumer management
 Identity and authentication

* External interface protection

Application Security

Advanced Care Cloud guards against unauthorised
access through its own robust security
functionality, providing granular control over
options and data available to software users.
Logging-in requires a valid username and
password, utilising Multi Factor Authentication,

to determine users’ access to data and
functionality, which is controlled by one or more
security profiles. Comprehensive tools enable
administrators to easily audit all system access for
peace of mind and accountability.

UK GDPR Compliance

At Advanced we take the protection of personal
data seriously and comply with the Retained
Regulation (EU) 2016/679 (UK General Data
Protection Regulation) and the Data Protection
Act 2018 as applicable to general processing of
personal data (UK GDPR). We have taken the
appropriate and proportionate technical and
organisational measures to ensure the security of
any personal data processed in accordance with
UK GDPR. When necessary, Advanced will conduct
a data protection impact assessment (DPIA)

in order to identify any potential security risks
and how to mitigate them. Our appointed Data
Protection Officer oversees our compliance with
UK GDPR and enforces strict policies, procedures
and staff training is in place to protect personal
data from unauthorised or unlawful use and
accidental loss, destruction or damage.



All staff across Advanced undertake mandatory We have taken great time and care to make sure

annual security training, and are contractually Advanced Care Cloud is as flexible, scalable, and
bound by our Security Policy, Data Security secure as possible. We invested right from the
Agreement, Acceptable Use Policy, Data Protection outset to make sure the underlying design and
Policy and our Patient Data Policy. Access to architecture held these principles at their core,
customer systems is only allowed following explicit and continued that through into the solution’s
authorisation from the customer each time, and development, deployment and ongoing support.
all access is recorded and regularly audited. Helping protect your people, your data and your

investment too.

To find out more about Advanced Care Cloud
visit our website to discover more.

Discover More

_ Want to find out more? .
Contact one of our team members today!

% 0330 343 4000 u www.oneadvanced.com < hello@oneadvanced.com
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